Ultra High Spectral Efficiency, Very Low Latency
UHF Radio for Mission Critical Applications

OpTiMISED PROTECTION VARIANT (OPV)
DATA SHEET

Mimao "zx

WWW.mimomax.com



WITH THE ROLL OUT OF SMART UTILITY TECHNOLOGIES, THERE IS GREATER EM-
PHASIS ON DELIVERING ENERGY MORE ECONOMICALLY, RELIABLY, SECURELY AND
EFFICIENTLY. IN THIS REGARD, THE INSTALLATION AND UPGRADING OF MONITORING
AND LINE PROTECTION EQUIPMENT IN ELECTRICAL TRANSMISSION AND DISTRIBU-
TION SYSTEMS, IS ONE OF THE KEY ASPECTS OF ACHIEVING BETTER EFFICIENCY
AND RELIABILITY. RECENT PERFORMANCE OF SUITABLY HARDENED RADIO SITES,
DURING DISASTER RECOVERY OPERATIONS, HAS NOW MADE IT IMPERATIVE FOR
MISSION CRITICAL NETWORKS TO INVEST IN HIGH PERFORMING RADIO TECHNOL-
OGIES THAT RESULT IN RELIABLE OPERATIONS UNDER THE WORST SCENARIOS.

The benefits of a privately owned and operated,
hardenend radio system for critical infrastructure include improved
response times, complete visibility, real time access to iso-
late and diagnose faults and no ongoing leased line costs.

MiMOMax Wireless provides complete rural substation teleprotec-
tion communications solution for both power line protection and
SCADA communications in one highly spectrally efficient, very low
latency and low jitter UHF radio, The Optimised Protection
Variant (OPV).

Award-Winning Solutions

Industry-Leading
Range
Throughput
Latency

SCADA & Backhaul Linking

BENEFITS

PRESERVES VALUABLE SPECTRUM

Industry-Leading Spectral Efficiency

VERY FAsT AccEss

Very Low Latency

VERY HicH DATA THROUGHPUT

Full-Duplex

Digital Cartesian Loop Supports High Level
Modulations

Data Acceleration Protocol Options

HiGHLY SECURE

Comprehensive Range of Industry Standard
Security Options

FuTure DEFENSIVE

Flexible Architecture (Powerful Linux Engine)
Utilizes Packet-Based IP Data

Utilizes Protection Channel

Sophisticated Software Features

INDUSTRY COMPATIBLE

Ease of Implementation; “Plug & Play”
Wide Range of Internal & External Interfaces

ADAPTABLE

Adaptive Modulation Options
User Settable Frequency
User Programmable Power
Software Feature Enablers

RoBusTt

Low Jitter
Rugged IP67 Options
Extensive Path Redundancy Options

EconomicAL

High Level of Integration Reduces Hardware
Needs

Low MAINTENANCE

Internal Micro-Duplexers Eliminate Installation of
Additional Hardware, Wiring and Co-axial Cabling
Digital Cartesian Loop Dramatically Reduces

the Need for Ongoing Calibration & Adjustment



SysTeEm OVERVIEW

The MiMOMax OPV is an intelligent, point-to-point
narrowband digital radio specifically designed to support
teleprotection and Supervisory Control and Data Acquisi-
tion (SCADA) applications. Utilizing the Multiple In Multi-
ple Out (MiMO) technology and operating in full-duplex
mode, the OPV maximizes system throughput enabling
raw data rate of up to 320 kb/s in a 25 kHz channel and up
to 160 kb/s raw data rate in a 12.5 kHz channel.

The OPV radio is designed to meet CAT I, Il and Ill levels
of protection and hence can be employed to link power
utility protection relays within critical network infrastruc-
ture.

In addition to providing a low latency, low jitter 64 kb/s
protection channel, the highly efficient Optimised Protec-
tion Variant (OPV) also provides at least 64kb/s Ethernet
capacity over the same radio link.

The protection relays typically use the radio link to ex-
change data packets at 64 kb/s, containing power system
voltage and current magnitude and phase angle informa-
tion.

This information is used to determine whether there is an
unexpected event or power loss on the line and to transmit
information used to trip circuit breakers when a line fault
is detected.

The interface required for the protection relays is typically
synchronous serial using V11 (RS422), X-21 or G703 sig-
nalling at a 64 kb/s transmission rate. However, a number
of other synchronous serial interfaces can also be accom-
modated.

Further system robustness can be achieved by making
optional use of the inteligent MiIMOMax Routing
Adaptation Protocol (M-RAP) or radio diversity solutions
that utilise 2x4 MiMO configurations.

Sophisticated network management, monitoring and
over-the-air configuration and programming options en-
able remote monitoring, diagnostics, configuration and
software upgrades. The MiMOMax OPV also supports the
generic system management standard, Simple Network
Management Protocol (SNMP) and DNP3. Multiple layers
of security ensure that mission critical operations remain
highly secure.

MiMOMax OPV & Protection Relay For Sync Data, SCADA & VolP
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Probuct PERFORMANCE

~ ULTRA HIGH SPECTRAL EFFICIENCY
The MiMOMax OPV is capable of achieving up to 16b/s/
Hz in both 25 kHz and 12.5 kHz channels.

~VERY HIGH DATA THROUGHPUTS!

By utilitzing true 2x2 MiMO technology, operating in
16QAM, the OPV is capable of providing raw data rate of
160 kb/s in a 25 kHz and a raw data rate of 80kb/s in a
12.5 kHz channel. Additionally, optional proprietary Data
Acceleration Protocol can boost the effective data rate
even higher.

~VERY LOW LATENCY

The MiMOMax OPV has very low latencies of 5.05ms and
9.8ms in 25 kHz and 12.5 kHz channels respectively when
operating in 16QAM.

~VERY LOW JITTER
The nominal inter-symbol jitter rate for MiMOMax OPV is
typically <50ns.

~ LOW BIT ERROR RATE
The MiMOMax OPV has a very low bit error rate typically
less than 107 (signal level dependant on modulation rate).

1. 164QAM can be implemented for 12.5 kHz OPVs where suitable propagation
paths are available, to enable additional data capacity for monitoring purposes
and/or reduced latency. Where extra capacity or reduced latency is not required it
is recommended that 16QAM be used.

~ HIGH LEVELS OF SECURITY?

The MiMOMax OPV supports a range of advanced,
industry compliant, security features that prevent both de-
liberate and inadvertent attacks on the network.

~ RF PERFORMANCE

High system gain enables the MiMOMax OPV to
transmit data over paths spanning up to 60 kms
in length from high sites with some non-line-of-
sight and near-line-of-sight capability over shorter
distances.

~ BUILT-IN MICRO-DUPLEXERS

The OPV transmits a maximum power of 1 W average per
transmitter (for 2x2 MiMO). Both the receive sensitivities
and transmit powers are measured at the output of the
duplexers.

~ POWER CONSUMPTION
The typical active power consumption for the MiMOMax
OPVis 72 W.

2. For complete details on security features, please view both “Product Features”
and “Product Options” sections.

MiMOMax OPYV Fully Integrated Solution

for
Critical SCADA (Sync & Async)
VoIP
Teleprotection
Video
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PRODUCT FEATURES

MiMO

In true MiMO format, each MiMOMax radio unit has 2 in-
ternal transmitters and 2 internal receivers. This enables
a single radio link to produce high performance, pattern
diverse MiMO signals and to increase both signal quality
and path resilience.

Data Throughput

The MiMOMax OPV utilises true 2x2 MiMO technology
that is capable of operating in QPSK/16/64/256QAM to
achieve industry-leading full-duplex data throughputs of
80/160/240/320 kb/s (raw data rates) in a 25 kHz channel
bandwidth and 40/80/120/160 kb/s in a 12.5 kHz channel.
However, OPV typically operates at 16QAM with 128 kb/s
net data rate.

Operating Frequencies

The MiMOMax OPV operates in a range of licensed UHF
frequency bands including 369-390 MHz, 420-470 MHz
and 806-960 MHz and operates in both 12.5 kHz and 25
kHz narrowband channels’. Please refer to the “Product
Specifications” section for details on specific frequency
band splits.

Internal Micro-Duplexers

Each MiMOMax OPV radio unit has two sets of internal
micro-duplexers that provide full-duplex operation. They
also maintain an overall small size and reduce the cost
and time of installing additional equipment.

Interfaces

The MiMOMax OPV is synchronous solution that trans-
mits both packet-based IP and serial data (RS422, V11,
V35 and X21 between 32 kb/s & 128 kb/s) via internal
Ethernet or C37.94 Fibre.

~Ethernet Interface
Ethernet connectivity is provided via RJ45 socket, config-
urable to provide connectivity to other IP enabled network
devices. The network connectivity provided by the OPV
is at layer Il (IP). Layer lll is also available as an option.
Bandwidth not used by the synchronous serial interface
will be available for IP traffic.

Built-in Multiplexer

The OPV has an intelligent built-in multiplexer, supporting
a mix of traffic from synchronous serial and Ethernet inter-
faces. The synchronous serial connection takes service
priority while any remaining link bandwidth is used for IP
data transport via the Ethernet port. Additionally, optional
M-DAP and QoS can be utilized for efficient Ethernet traf-
fic management.

MiMOMax Configuration, Control & Monitoring Software
(CCMS)

The MiMOMax OPV supports connection of an HTTP type
web browser that allows customers to have access to a
field level of configuration, control, monitoring and alarm
functions?. The CCMS has two access options including:

1. For information on alternative operational channel bandwidths, please contact
MiMOMax Wireless directly via our website: www.mimomax.com.

2. MiMOMax offers a pre-ship configuration service, which will configure a radio

~Local CCMS
This allows local access to the CCMS web application via
the Ethernet port of the local radio modem link. It enables
restricted control of the local radio modem.

~Remote CCMS (Over-The-Air Configuration--OTAC &

Over-The-Air Programming--OTAP)
Optional remote CCMS enables the CCMS web
application to be accessible via the local Ethernet port as
well as over-the-air link. This allows remote configuration
and programming of the remote radio unit (RRU) and often
replaces the need for the user to travel to radio sites, sav-
ing both time and cost.

Standard Security®

The MiMOMax OPV system has the capability of protect-
ing the wider SCADA network from either deliberate or
accidental breach or denial of service. The follow-
ing security features are included in the OPV radio unit:

~ Licensed Spectrum: ensures that the spectrum licensee
is the only authorised user for that channel.

~ Proprietary MiMO Protocol: avoids any over-the-air in-
terception or manipulation of data as only MiMOMax radios
can reassemble the coded MiMO data.

~ Software Image Protection: prevents determined inter-
ceptors from making unauthorised software changes or
mimicking MiMOMax radio software.

~ Directed Traffic Control: only MiMOMax radios registered
onto the system will be recognised by the system. Radios
must be either paired or part of a system to participate in
that system. Prevents “Man in the Middle” intercepts.

~ Transparent Payload Encryption: transparent to Encrypt-
ed packets for all data types. Supports “end to end” en-
cryption schemes.

~ Management Interface Protection: SSL/TLS & AES 256
provide “end to end” management system interface protec-
tion for both directly connected and over-the-air CCMS.

~ Audit Logging: CCMS user passwords are logged so that
past history of system CCMS users can be interrogated.

Digital Cartesian Loop

The MiMOMax OPV has a Digital Cartesian Loop that
provides very high linearity and low distortion, ena-
bling high order modulation to achieve very high data
throughputs while dramatically reducing the need for regu-
lar and ongoing calibration and adjustment.

User Programmable Frequencies

The MiMOMax OPV Tx frequencies can be electronically
tuned by the user provided they are within the duplexer
tuning range. The programmable frequency step size is 5
kHz or 6.25 kHz. Duplexers will need to be manually tuned
if the desired frequency is outside the duplexer bandwidth.

User Programmable Power

The MiMOMax OPV has transmitter output pow-
er that is user configurable to suit specific path
requirements. Users can choose either dBm or mW by se-

unit to a user’s documented requirements, prior to shipping, to expedite implemen-
tation.

3. For details on further optional protection and security features, please refer to
the “Product Options” section.
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lecting dBm or mW in the CCMS. The program-
mable power range is greater than 20 dB and
includes 10 mW to 1 W power levels.

Internal Power Supplies

The MiMOMax OPV contains an
internal switched mode power supply with an
input range of 10.5 VDC to 32 VDC. An optional
internal isolated (10-64 VDC) power supply is
also available. This option eliminates the need
for an external isolated power supply.

Form, Factor & Installation (Physical Structure)
All MiMOMax radio units can be pole, wall or
rack mounted. Pole and wall mounts come with
sunshade and rack mount comes with a fan
that provides forced-air cooling. In a standard
19 inch rack, occupying only a 2U panel, radio
units employing the rack mount can be installed
by technicians with normal industry competen-
cy. Additionally, MiMOMax pole or wall mount
radio units are designed to meet IP67 water-
proofing when deployed outdoors.

Compliances

The MiMOMax MDL conforms to a broad range
of international compliances which are detailed
in the “Product Specifications” section of this
document.
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PRODUCT OPTIONS

Additional Security Options

_ While the MiMOMax OPV has a comprehensive security suite, ad-

ditional protection options are available to further enhance network
robustness and reliability. These include:

~ SNMP V3: Management interfaces are password protect-
ed and have optional SNMP V3 (Authentication and encryption).

~ Firewall: Optional Stateful Packet Inspection provides
high level of security to any element on the network by isolating
network zones.

Software Feature Enablers (SFEs)'

MiMOMax has developed a wide portfolio of SFEs to optimise net-
work performance and meet unique customer requirements. The
MiMOMax SFEs that are compatible with the MiMOMax OPV in-
clude:

~ MiMOMax Data Acceleration Protocol (M-DAP)

~ MiMOMax Routing Adaptation Protocol (M-RAP)

~ MiMOMax Enhanced Security Options (M-SEC)

~ Qver-The-Air Configuration (OTAC)

~ Over-The-Air Programming (OTAP)

~ SNMP Support

~ Diversity Enabled (2x4 MiMO) (Future)

~ Terminal Server Software

~ Redundancy Enabled

PRODUCT ACCESSORIES

Antennas?

MiMOMax has developed a range of unique, high performing MiMO
antennas that can be connected directly to MiMOMax radio units.
All MiMOMax antennas transmit and receive both vertically and
horizontally polarized signals. They produce pattern diverse MiMO
signals for links that span up to 100 kms (high site) with some near-
line-of-sight and non-line-of-sight capability over shorter distances.
The MiMOMax OPV is compatible with the complete range of Mi-
MOMax antennas. These include:

i

MiMOMax Dual Polarised Loop Yagi Antenna
(Single, Dual & Quad Array Variants)

MiMOMax Ruggardised Panel Antenna
MiMOMax Collinear Omni Directional Antenna
MiMOMax 13 dBi Wide Band Antenna

i

i

i

Radio Filters?®

To ensure high quality and interference-free data transmission,
MiMOMax offers two radio filter options specifically for MiMOMax
radio units. These include Band Pass Filter and Band Reject Filter.
Various configuration options are available to suit specific applica-
tion requirements.

2 Band Pass Filters on a 3U Panel

1. For comprehensive information on the complete portfolio of MiMOMax SFEs, please refer

to the MiMOMax SFE Specification Sheet, located on the MiMOMax website, www.mimomax.
com/products/specs-at-a-glance

2. For comprehensive information and specifications on the complete MiMOMax antenna
range, please refer to the MiMOMax Antenna Specification sheets, which are available on the
MiMOMax website; www.mimomax.com/products/antenna-range

3. For further information on MiMOMax’s Radio Filter options, please refer the MiMOMax Radio
Filter Specification Sheets, which are available on the MiMOMax website; www.mimomax.com/
products/specs-at-a-glance



OPV PRrobDUCT SPECIFICATIONS

RF General

RF Bands 400MHz 900MHz

RF Frequency Range 369 to 806 to
470MHz(1) 960MHz(1)

RF Frequency Band 369-390MHz 806-869MHz

Splits 420-430MHz 852-933MHz
440-450MHz 896-960MHz
450-470MHz

Configuration 2 x 2 MiMO 2 x 2 MiMO
2 x 4 MiMO

Supply Voltage (Non-Isolated) (Isolated)
10.5V DC to 10.5V DC to
32V DC 64V DC

Nominal Channel
Bandwidth

12.5 kHz & 25 kHz (50 kHz future)

Modulation Options
(Software Configurable)

16 & 64QAM

Internal Digital Interfaces (Data & Analogue)

ETHERNET
Format 10BaseT

10/100BaseT (900MHz)
Connector R145

Ethernet Supported Bit Rates Up to 128kb/s(4)

SYNCHRONOUS SERIAL

Format RS422. V.35, X.21, HSSI,
V.11 OR G.703 (at 64kbp/s),
Fibre C37.94

Connector R145

Internal or external
32 to 128kbp/s(4)

Input clock(5) Transmit clock

Supported bit rates

Maximum internal clock error +/- 20ns

Supported external clock error +/- 3%

Output clock(6) Rreceive clock Internal sync’ed to data stream

Gross Data Rate 25 kHz/16QAM 160kb/s
12.5 kHz/16QAM 80kb/s Nominal inter-symbol jitter Typ <50ns
12.5 kHz/64QAM 120kb/s FIBRE

Latency 25 kHz/16QAM(2) 5.05ms Format Fibre C37.94
12.5 kHz/16QAM(3) 9.8ms Connector ST
12.5 kHz/64QAM3) 8ms

Maximum Power
Consumption

92W Max (at 13.8V)
72W Typical

Ambient Temp Range

-250C to +60°C

ASYNCHRONOUS SERIAL

Format Single & Dual(7)RS232
Connector RJ45
Baud Rate 300- 115 200 baud

Symbol Rate 2 x 20k symbols / second
- - External Network Interfaces via Interface Hardware
Mounting 2U high Rack Mount
- FOUR WIRE AUDIO
Pole Mount Unit _
- Format 2 x 4 wire 600Q ports
Wall Mount Unit
Coding 32kbps ADPCM(8)
RF Rack 440 x 84.5 x 382mm box size
Mounting 481 x 86 X 392mMm indl. protrusions Connector RJ45
Dinensions  wall/pole 262 x 393 x 86.5mm, SUB MUX
( XHX ) radio unit only, excl. mounting Format 2 x RS422, X.21
Weight 6.8Kkg radio unit only, excl. mounting 4 x RS232 (V.24)
. 1 x C37.94 Fibre
T
Modulation 16/64QAM RF Bands 400MHz 900MHz(9)
Typical RF Sensitivity 25 kHz 99/94dBm Radio ACMA ACMA
for 10-4 BER 12.5 kHz -102/97dBm Performance AS/NZS 4768 & AS/NZS AS/NZS 4768 & EN 300
4295-2004 113
Typical RF Sensitivit 25 kHz -98/92dBm
o7 BER Y / FCC 47CFR part 90  FCC 47CFR part 101
12.5 kHz -101/95dBm FCC: XMK-MMXRUDHB002
Frequency Step Size 5kHz & 6.25kHz Adjustable RSS-Gen RSS-119 RSS-Gen RSS-119
Frequency Accuracy <2ppm IC Canada
and Stabilit 8587A-RUBFDHB2
Crronsmiter EN 302 217
Modulation 16/64QAM EN302 217-2-2 V1.2.3 &
EN302 326-2 V1.2.2
RF Power Output 2 x +30dBm (typ 1 Watt) av
EN 302-113
RF Power Control Range >20dB EN 300-113-2 V1.4.1
Frequency Step Size 5kHz & 6.25kHz Adjustable EMC AS/NZS/CISPR22
Frequency Accuracy and <2ppm EN 301 489 En 301 489-1 V1.8.1 & EN301 489-4
Stability V1.3.1
Duplexer (Internal) FCC 47CFR part 15
RF Bands 400MHz 900MHz ICES-003
Bandwidth >500kHz >4MHz Environmental EN 300 019 sections 3.3 & 4.2H
(Stop Band) (Pass Band)
B : 4) 128kbp/s is the maximum total data rate, shared between Serial &
Tx / Rx Sp“t SMHz min 24-76MHz Ethernet ports (NB: Clocks are defined from the perspective of the
: connected equipment, i.e. Tx Clock is an input)
St0p Band Attenuation >70dB (5) Input from connected equipment
(6) Output from connected equipment
(1) Other frequencies available on request (7) The Dual RS232 does not include hardware flow control
(2) Meets CAT I, II & III Protection Requirements (8) Other CODECS also available on request
(3) Meets CAT II & III Protection Requirements 9) Designed to be compliant with listed standards
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